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IntroductIon

According to the US Department of Defense the traditional way of resolving 
conflicts, especially by military means becomes less and less viable due 
to social, economic, and information related developments. Non-state 

actors now have access to inexpensive way of information technology (IT), and 
can influence perception-based operations. In Western terms information warfare 
(IW) is primarily a theory focusing on the use and management of information and 
communication technology in search of competitive advantage over the opponent. 
Information warfare may involve collection of information, assurances that one’s 
own information is true, “spreading of propaganda or disinformation to demoralize 
or manipulate the enemy and the public, undermining the quality of opposing 
force information.” We can mention also that blocking of information-collection 
possibilities to adversary forces is also an aim. Information warfare is close to 
psychological warfare.

Dmitry Kiselev, head of the official Russian government-owned international 
news agency Rossiya Segodnya, stated that “information war is now the main type 
of war, preparing the way for military action.”

In the past decade Hungary became gradually a battleground of global 
information warfare due to the elementary changes in our region:

• resurrection of Russian political ambitions in the post-Soviet space;
• clashes of Russian and American energy and security interests in Central 

and Eastern Europe;
• the many-folded crisis in the EU;
• the emergence of migration;
• turbulences in regional political relations.

These processes have a more profound cause, the basic challenges of the 21st 
century – including global warming, population growth, the problem of water and 
energy, the reform of the financial system, and the dawn of information economy – 
are met with different strategies by the great powers. In this geopolitical struggle 
Central Europe is a territory of clashing interests. The stake of the geopolitical 
struggle in our region is dominance over the financial system, energy, IT, but in the 
core of this competition it is energy policy which cannot be separated from security 
policy. The easiest method to understand the mechanism of IW in Hungary is to 
analyse energy policies in our region, because the biggest challenger of the status 
quo here – Russia – depends on her energy exports. By all means IW is a more 
complex phenomena, but for the understanding of the IW mechanism this study 
starts with explaining the links with energy policies.

http://information-retrieval.info/docs/DoD-IO.html
http://topbookus.com/digital-crime-and-digital-terrorism.html
http://intpolicydigest.org/2015/05/29/ukraine-is-losing-the-information-war/
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the Stance of the unIted StateS of amerIca

After 9/11, targeted economic sanctions have been in the focus of the 
US security operations. In the fight against terrorism, weapons of mass 
destruction proliferation and territorial aggression, sanctions are often used as 

the tool in crisis management and in generally managing risks. Although sanctions 
themselves can be developed rapidly, it remains hard to assess their effectiveness 
and minimize their undesirable consequences. The result is that the financial and 
energy sanctions are often not incorporated into the overall strategic approach to 
foreign policy issues.

According to the “Statement for the Record Worldwide Threat Assessment 
of the US Intelligence Community,” a 2016 report presented to the Senate Armed 
Services Committee, one of the top threats is information warfare, but other sources 
of security risks are increasingly important, like terrorism, Iran, North Korea. In this 
field the biggest global challenges come from China and Russia. In coping IW, the 
United States focuses on technology, and tends to use electronic and cyberwarfare, 
and computer network operations, attack, and defense. Low petrol and gas prices 
contribute to the fall behind of responses to security provocations.

The imbalance for Hungary is that Central Europe has not been a priority of 
the global American IW, though Central Europe is a major confrontation theater for 
energy policies. That is why we can say the Atlantic IW response to the challenges 
is lagging behind in Central Europe.

Up till now the USA and NATO enhanced IW capabilities on the Eastern flanks 
of the Alliance (Baltics, Romania), but the July 2016 NATO summit showed a more 
coherent strategy on this domain.

the challengerS of the WeSt

Romanian political scientist Iulian Chifu stated rightfully that due to the recent 
Russian invasion in Ukraine, many political experts worked on analysing 
Russia’s strategic approach to modern warfare. Some of them also claimed 

that the Russian takeover of Crimea and the involvement of Eastern Ukraine indicate 
the emergence of the Russian hybrid warfare doctrine. After a closer examination of 
the current processes of modernization and transformation in Russia, it becomes 
clear that the Kremlin does not only want to improve the quality and standard of 
the military, but also wants to achieve Western standards in terms of adapting to 
the new reality of modern warfare. Russia recognizes that the relatively low level of 
investment in military and economic modernization makes it impossible to meet the 

http://www.cnas.org/sites/default/files/publications-pdf/CNASReport-EconomicWarfare-160408v02.pdf
https://www.dni.gov/files/documents/SASC_Unclassified_2016_ATA_SFR_FINAL.pdf
http://www.evz.ro/razboi-informational-rus-in-sua-trolii-ataca-cele-mai-prizate-site-uri-ale-media-pulsul-planetei.htm
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Western military and economic power. Russia intends to compensate underfunding 
by making significant efforts to develop non-military means to influence enemies. 
This is shown recently in enhancing capacities of information warfare technologies 
to ensure domestic support for the government and prevent the West in an attempt 
to provide support to countries that oppose Russia.

Maksym Beznosiuk, an international relations specialist from Kyiv describes 
that in order to cause disorganization among the ranks of the adversary, one of the 
main objectives is informational superiority. To put this plan in function involves 
the simultaneous use of intimidation, disinformation and deception techniques. IW 
experts consider the nation-states as organisms, composed of different systems, 
each of which can be targeted in different ways.

The style of the Russian IW techniques can be understood in Ukraine. The 
Kremlin cleverly used them in the Crimea issue to target three different audiences: 
Russian-speaking residents, the Ukrainian authorities, and the Western audience. 
In the so-called hybrid war the Russian soldiers in uniform (a part of the Russian 
military forces stationed close to the Ukrainian border to frighten the enemy) or in 
civilian clothes (mingling with the local population), together with the pro-Russian 
Ukrainian separatists, the Russian media and diplomacy (with disinformation, 
hoax, and manipulation), performed effective and coordinated actions – without 
declaration of war – against the most important Ukrainian institutions. Russia has 
been able to better anticipate and influence the behavior patterns of the local people 
to achieve annexation of Crimea. It also managed to hide its true intentions.

Outside the United States and NATO, the broader term “information operations” 
is used as a concept which, although making use of technology, has a priority on 
the human-related aspects of information use. As a proof of this situation, we can 
mention the fact that Hungarians have access on the internet to more than 100 
Russian state-sponsored news and social sites, with hundreds of bloggers, while 
info sources linked to the USA government have diminished during the last quarter 
of century.

Despite being the main supplier of energy to Central Europe, Russia’s political 
influence in the region is fastly diminishing. The Kremlin’s basic answer to this 
process is to regain influence, and ensure gas, petrol, and nuclear energy interests 
with a new type of IW. A number of areas are vulnerable to Russian economic 
influence, this is one of the directions in which the Kremlin may try to exert his 
influence over the region. Ultimately, the Kremlin is seeking to create disunity in 
NATO and the European Union and to negotiate with each country individually. To 
that end, Russia is using a range of different soft and hard techniques, of which 
information warfare is the most important. The energy component has become a 
tool of Kremlin propaganda to apply psychological pressure on Ukrainian society 
and the international community. In the early period of the Ukrainian–Russian 
conflict, Russia repeatedly accused Kyiv of the unauthorized extraction of transit 
gas. The goal was to create the accusations for European partners that Ukraine is 
an unreliable supplier and cultivate distrust toward the Ukrainian authorities.

http://georgiatoday.ge/news/2381/The-Soviet-Origins-of-Russia%E2%80%99s-Information-Warfare
https://www.stratfor.com/the-hub/energy-instruments-%E2%80%9Chybrid-warfare%E2%80%9D
http://www.currenteventspoland.com/analysis/russian-intelligence-services-activated-media-agent-of-influence-and-business-assets-in-poland.html
http://www.currenteventspoland.com/analysis/russian-intelligence-services-activated-media-agent-of-influence-and-business-assets-in-poland.html
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The Polish Internal Security Agency (Agencja Bezpieczeństwa Wewnętrznego, 
ABW) claimed in a 2013 (and also in 2014) report that the main interest of Russian 
intelligence in the country was focused on the energy sector, specifically shale gas 
and the diversification process. In June 2014, former NATO Secretary-General 
Anders Fogh Rasmussen expressed his belief that Russia was behind the campaign 
against shale gas exploration in Central Europe. Unlike usual protests in the region, 
those that took place in Poland, Romania, and Lithuania were well organized and 
financed. According to an investigation in November 2014 by The New York Times, 
suspicions were raised that protesters were not always local people, and in some 
cases appeared to be from groups that had no previous environmental interest.

In 2014, Russia partially closed its gas pipelines again, not just toward Slovakia 
and Hungary, but also toward Poland. Moscow may have been trying to warn 
countries that had started to supply Ukraine with Russian gas via reverse flow. In 
both cases, the gas supply cut took place during the colder winter months of peak 
demand, a move intended to intensify pressure. The region responded to the threat 
by enacting gas supply diversification, and the countries connected via a modified 
network supply.

the WeakneSS of the european unIon

on forgIng a common InformatIon polIcy

The European Council, in a meeting in March 2015, gave its full support to 
an upcoming Energy Union, which could provide some leverage for the EU 
Member States against Russian influence in their energy supplies. Presently, 

this plan is not functional, EU interests are too divergent, and are lacking the political 
will of the main EU powers. As an example, Germany was providing only lukewarm 
support for the Nabucco pipeline. The main supply for Nabucco was to be the Azeri 
Shah Deniz gas field through the proposed Trans-Anatolian gas pipeline (TANAP). In 
the meantime, North Stream pipeline supplying gas from Russia has been functional 
from 2012, and there are plans to extend its capacity after 2016.

As a response to EU policies, Russian Ambassador to Hungary Vladimir Sergeyev 
stated in March 2015 that he wanted Hungary to become the strategic hub for the 
distribution of Russian gas to Europe. Despite the fact that Hungary never promoted 
an alternative exclusive Russian energy hub status, Budapest became a main actor 
in global IW, mainly because there was an interest to undermine Western energy 
policies – and, from the other side, to block Russian policies in the region.

In addition, Russia promised Hungary in April 2015 that Budapest would be 
exempt from Russian agricultural imports sanctions. This offer had little or no 
results, proving the promise was also a part of an IW operation.

http://www.currenteventspoland.com/analysis/russian-intelligence-services-activated-media-agent-of-influence-and-business-assets-in-poland.html
http://www.currenteventspoland.com/analysis/russian-intelligence-services-activated-media-agent-of-influence-and-business-assets-in-poland.html
http://www.theguardian.com/environment/2014/jun/19/russia-secretly-working-with-environmentalists-to-oppose-fracking
https://www.nytimes.com/2014/12/01/world/russian-money-suspected-behind-fracking-protests.html?_r=1
https://www.rt.com/business/192808-gazprom-poland-hungary-slovakia/
http://www.themoscowtimes.com/business/article/eu-claims-right-to-reverse-flow-as-russia-protests/502963.html
http://www.themoscowtimes.com/business/article/eu-claims-right-to-reverse-flow-as-russia-protests/502963.html
http://www.dw.com/en/germanys-rwe-sells-share-of-nabucco-gas-pipeline/a-16743473
http://www.dw.com/en/germanys-rwe-sells-share-of-nabucco-gas-pipeline/a-16743473
http://www.upi.com/Business_News/Energy-Industry/2016/05/18/Gazprom-confident-Nord-Stream-II-will-get-built/3041463573801/
http://dailynewshungary.com/russian-ambassador-says-hungary-could-become-regional-gas-distribution-hub/
https://www.rt.com/business/241545-russia-europe-food-ban/
https://www.rt.com/business/241545-russia-europe-food-ban/
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InformatIon Warfare In the medIa

Russia’s enhanced intention to influence the Hungarian media rose after 
2012, with the issue of the North Stream and South Stream pipelines. This 
effort evolved with the crisis in Ukraine, and the recent migratory pressure 

which posed significant challenges for the European Union. A clear sign of Russian 
presence was the attempts on contacting, infiltrating, and influencing persons and 
organizations that influence public opinion, and by 2015 the region’s media and 
politicians openly spoke about ‘hybrid warfare.’

The Jobbik Movement for a Better Hungary (Jobbik Magyarországért Mozga-
lom, in short: Jobbik), the second largest party in the Hungarian parliament has a 
pro-Russian stance. Jobbik MEP Béla Kovács is under investigation for conducting 
espionage for Russia. Kovács on May 6, 2015 appealed to the European Parliament’s 
Legal Affairs Committee to stop the suspension of his immunity; the hearing took 
place behind closed doors and its conclusion will be made public after a hearing by 
the Hungarian public prosecutor.

In the Central European region IW manipulates mainly the media. One of the 
main techniques is to confuse reality with fiction, facts with opinion. A poll organized 
in March 2015 showed that 45 percent of respondents believed that the reality was 
different to what was presented by the media and that the World was controlled by 
secret societies. Almost half of all respondents were educated up to the university 
degree level. Russian-inspired websites have an indirect, yet important, impact on 
security risk in the region. For example, Hungarian websites Hídfő.ru, Oroszhírek.hu, 
Napimigráns.com, Kuruc.info threatened that the Ukrainian conflict would spread 
to Hungary, and the World is run by obscure societies. When reality and fiction are 
confused even a small provocation can influence public opinion.

The Sputnik News Agency, a Russian media outlet for foreigners shows a distorted 
image of Hungarian official politics. According to this site, the Hungarian minister of 
foreign affairs and trade stated that international media started an information war 
against Hungary in regard to its stance on the EU quotas for resettling migrants. 
In reality Foreign Minister Péter Szijjártó only said that “the international media, 
when reporting, did not pose a question whether it was right to throw any objects 
at the police, in order to illegally cross the border.” The aim of Sputnik International 
is “to establish alternative discourses to confuse decision-making, and act as” a 
destabilizing force. This kind of disinformation on Hungarian politics was echoed 
also by Romanian sites (Pagina de Rusia.ro) proving that IW is used by regional 
players – not only the global powers.

But this kind of IW is not very efficient, e.g., polls show consistency of the 
Hungarian public opinion on Ukrainian topics. On this issue a good example is 
Poland, where citizen interest in joining the country’s military forces has been 

http://europe.newsweek.com/far-right-mep-accused-acting-russian-spy-273444?rm=eu
http://index.hu/belfold/2016/04/07/kozel_negyven_oldal_tolja_oroszorszag_szekeret_magyarorszagon/
http://ujszo.com/napilap/kozelet/2015/03/07/sokan-hisznek-a-konspiracios-elmeletekben
http://ujszo.com/napilap/kozelet/2015/03/07/sokan-hisznek-a-konspiracios-elmeletekben
http://sputniknews.com/europe/20150909/1026795467.html#ixzz49aTlv4Mj
http://sputniknews.com/europe/20150909/1026795467.html#ixzz49aTlv4Mj
https://sputniknews.com/europe/201509091026795467/
https://www.ceas-serbia.org/en/93-preuzeto/4961-the-long-arm-of-russian-soft-power
http://www.reuters.com/article/us-ukraine-crisis-poland-militias-idUSKBN0MG24I20150320
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substantial following the Crimean annexation. Interestingly, Slovakia and Romania 
had a different reaction to Russian IW concerning Ukraine. In these countries public 
opinion supporting a confrontation with Russia dropped after Crimea’s annexation. 
The constancy in Hungarian public opinion is given also by the large majority of the 
government in the parliament, but mainly that the country’s historical experience 
with the Soviet Union looms large in the public psyche.

Russia-linked websites are not new in Central Europe, but the intensity of 
propaganda and its quantity increased after the Crimean annexation in early 
2014. The aim seems to be the legitimization of the Crimean annexation and the 
undermining of Ukraine.

Overall Russian success in attempting to influence the region’s public is limited. 
According to public polls organized in the region, the popular image of Russia 
is generally negative. A 2015 report by the US think tank, Pew Research Center 
indicated that 74 percent of the European population perceived Russia negatively 
in 2014. The worst result was recorded in Poland, where 81 percent of population 
perceived Russia negatively. The Hungarian Nézőpont Institute revealed in January 
2016, that President Vladimir Putin is accepted only by 48 percent of the Hungarians.

Cyberwarfare is also present in Hungary. The computer servers of the Ministry 
of Interior were blocked for a couple of hours last spring. The pro-Russian Ukrainian 
CyberBerkut and the globally operating anarchist Anonymous hacker groups are 
well known here. Islamic hackers are also present in our cyberspace: they blocked a 
Hungarian commercial site in protest of the government’s stand on migration.

Hungarian politics are criticized also by Western partners, but these media 
materials do not reach the level of IW, for instance they tend to separate facts from 
opinion. 90 percent of IW in Hungary is on the internet and it is linked with Russian 
sources. A very alarming fact is that news for Romanian readers from Russian 
sources have a high level of anti-Hungarian IW. Russian-backed Romanian sites 
like Aflasitu.ro, InfoAlert.ro, Sputnik Moldova have 70 percent disinformation on 
Hungarian topics. These Russian IW materials target the Romanian public with 
disinformation like: “Hungary prepares war against Romania,” “The EU will collapse, 
states Prime Minister Orbán,” “Hungarian police discriminates Romanian tourists.”

hungary’S anSWer to InformatIon Warfare

We expect that geopolitical tensions remain high between Russia and the 
EU/NATO owing to Russia’s actions in Ukraine. This has the potential to 
open up tensions in the Hungarian society, particularly when combined 

with other recent problems like migration. The situation can be described as “hybrid 
warfare,” a combination of propaganda and provocations.

Hungary started to respond to the potential dangers posed by IW in the region. 
It will take time for our efforts to bear fruit, but a regional cooperation is taking 

http://444.hu/2015/01/07/a-magyarok-tobbsege-amerikat-valasztana-es-nem-oroszorszagot/
http://www.pewglobal.org/2015/06/10/nato-publics-blame-russia-for-ukrainian-crisis-but-reluctant-to-provide-military-aid/
http://szabadnefeledd.hu/2016/01/19/putyin-nepszerusege-magyarorszagon/
http://www.bloomberg.com/slideshow/2013-04-23/top-ten-hacking-countries.html
http://securityaffairs.co/wordpress/45898/hacking/hungarian-government-website.html
http://securityaffairs.co/wordpress/45898/hacking/hungarian-government-website.html
http://www.rferl.org/content/russia-hungary-energy/26853521.html
http://www.rferl.org/content/russia-hungary-energy/26853521.html
http://kki.gov.hu/download/7/2a/01000/Informacios haboru_Barabas-Ugrosdy.pdf
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shape. At the start of 2015, NATO opened a Strategic Communications Centre of 
Excellence (StratCom) in Latvia, primarily charged with fighting against Russia’s 
media campaign. Budapest also participates in a new EU initiative to battle Russian 
disinformation by creating a unit of public relations and communication experts 
in Brussels to fact-check and counter the output of Russian state media. The 
European Union created a strategic communications plan in June 2016. An EU vote 
in June 2016 on implementing the next tier of sanctions against Russia because of 
its involvement in eastern Ukraine proved decisive in the process of IW in Central 
Europe.

Nevertheless, the information war is gaining momentum. Foreign-owned media 
have an established presence in the region. Time is needed for the planned European 
cooperation to take root. We do not envisage that this period will lead to social 
instability or disrupt the political status quo, but we do expect the co-existence of 
conflicting views creating a division in social opinion and public discourse.

Based on the new NATO strategic concept, steps have been already made 
toward Hungary’s IW and cyberdefence capabilities, and creating a cyberdefence 
doctrine. A key point of this doctrine is that Hungary would like a harmonious, 
comprehensive cooperation in tackling IW, as the causes of the information warfare 
are also complex.

concluSIonS
 

After more than two decades of the fall of communism in Central Europe, the 
West is once again worried about Russian influence over our region. The 
worry focuses on the challenge of the IW. We can witness populist rhetoric 

on all sides, so security risks are better understood by analyzing actions rather 
than statements. In the past years the countries in our region have succeeded to 
diversify their gas supplies, and increased in a modest way their storage capacity. 
Russia’s worsening economic situation pressures Moscow to change its policy: in 
need of cash Gazprom tries to increase its gas supply to Europe. In our assessment 
IW will turn from Hungary to other countries in the region. The main cause of this 
is the growing European acceptance of Budapest’s migration policy, the processes 
of energy politics, and the build-up of NATO structures in our region. A study of the 
independent EnergyPost.eu shows that in 2015 “Slovakia has become the main gas 
trading hub in the region as a result of these developments,” the transited Russian 
gas doubled in the previous year. This underscores our assessment that IW will 
focus on other countries in the region, not Hungary, this year.

However, Russia remains the main supplier of energy and nuclear technology 
to the region, and we do not expect a quick change of this situation. Moscow will 
continue to counter also with IW the EU effort to decrease dependency on Russian 
gas, but there are many factors that block the spreading of Russian ideology and 
influence over the region.

http://www.kormany.hu/hu/belugyminiszterium/rendeszeti-allamtitkarsag/hirek/megalakul-a-nemzeti-kibervedelmi-intezet
http://www.cert-hungary.hu/node/195
http://www.cert-hungary.hu/node/195
https://dennikn.sk/68571/gazprom-zacal-na-zapad-pumpovat-viac-plynu-potrebuje-peniaze/
http://www.energypost.eu/quiet-revolution-central-eastern-european-gas-market/
http://www.energypost.eu/quiet-revolution-central-eastern-european-gas-market/
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The primary counterweight to Russian influence is the quality of life and freedom 
that democracy has provided since the fall of communism. Several hundred 
thousand citizens from the region work or study in Western countries, while moving 
to or working in Russia may be difficult to imagine, even for the strongest defenders 
of Russian policy in the region. This is reflected in the strength of public opinion 
against Russia, which can negatively affect local politicians who play the Russian 
card.

Despite some foreign efforts, the future of Hungary and our region will be in 
NATO and EU structures. However, the Central European countries will remain 
vulnerable. We envision that IW attacks will strengthen in midterm. The USA and 
NATO plan to help the countries of the region for a better cooperation. Already our 
region’s countries has a better understanding of each other, the IW attacks against 
Hungary coming from regional countries decreased significantly in the last years, 
we can easily understand this if we follow the news. So with the enhancement 
of anti-IW potential of our region we expect that the effect of the IW will have 
moderate, diminishing effect. Our best friends and partners are in our region, ready 
to cooperate.


