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Pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (hereinafter referred to as: 
“GDPR”) and to Act CXII of 2011 on the Right of Informational Self-Determination and on 
Freedom of Information (hereinafter referred to as: “Information Act”), the Institute for Foreign 
Affairs and Trade (seat: Hungary, 1016 Budapest, Bérc utca 13-15; represented by Márton 
Ugrósdy, director;  hereinafter referred to as: “the Institute”) has set out the following Policy to 
protect the personal information it processes.  

 

 
GENERAL PART 

  

I. The purpose and scope of this Policy 
 

1. § The purpose of this Policy is to define a legitimate framework of measures and procedures for 
protecting personal data processed in the course of the Institute's activities and operations on 
natural persons and to ensure the application of the fundamental right of privacy, the right to 
information self-determination, the right to the protection of personal data, and data security 
requirements.  

2. § (1) The personal scope of this Policy shall apply to the following:  

a)  any organisational unit of the Institute; any natural person working at the Institute under an 
employment contract, agency contract or other employment-related relationship and 
involved in processing personal data; 

b) any natural person having access to the Institute's services, departments or infrastructure, 
and those establishing or seeking to establish contact with the Institute with the aim of legal 
relationship or otherwise;  

c)  persons who are not in a legal relationship or contact with the Institute in accordance with 
paragraphs 1 to 2, but whose personal data are required by law to be processed by the 
Institute; 

d)  data processing staff of contracted partners engaged by the Institute as data processors; and 

e)  employees of service providers who are affiliated to the Institute.  

(2) The material scope of the Policy shall apply to the personal data processed by the Institute for 
any purpose and to all records of personal data held by the Institute, irrespective of their form. 

(3) The scope of the Policy shall not apply to technical privacy features related to IT equipment, 
which are provided for in the Information Security Policy.  

 

II. Terms used for the purposes of this Policy 

 

3. § For the purposes of this Policy, the following terms shall have the following meanings: 

a) Personal identifier: surname and forename, maiden name, sex, place and date of birth, 
mother's maiden name and surname, permanent and temporary places of residence, personal 
identity card number (hereinafter referred to as "ID number"), and personal identification 
number, jointly or separately, insofar as it is or may be suitable to identify the natural person. 
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b) Personal data: any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person. For the purposes 
of these Rules, all “data” shall mean personal data. 

c) Sensitive data: personal data revealing racial or ethnic origin, political opinions or party 
membership, religious or philosophical beliefs, trade union membership, furthermore, 
personal data concerning sex life, health, pathological abuse or criminal history; 

d) Processing: any operation or set of operations that is performed upon data, regardless of 
the means applied, in particular collection, registration, recording, organization, storage, 
alteration, use, retrieval, transmission, disclosure, alignment or combination, blocking, 
erasure or destruction, and blocking the data from further use, photographing, sound and 
video recording, and the recording of physical attributes for identification purposes (such as 
fingerprints and palm prints, DNA samples and retinal images) or access to the data; 

e) Controller: a natural or legal person, public authority, or unincorporated body which alone 
or jointly with others determines the purposes of data processing, makes decisions regarding 
data processing (including the means) and implements such decisions itself or engages a data 
processor to execute them;  

f) Data Processor: a natural or legal person, public authority, agency, or any other body that 
is engaged in processing personal data on the Institute’s behalf;  

g) Consent of the data subject: any freely given, specific, informed and unambiguous 
indication of the data subject's wishes by which he or she, by a statement or by a clear 
affirmative action, signifies agreement to the processing of personal data relating to him or 
her; 

h) Personal data breach: a breach of data security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data 
transmitted, stored or otherwise processed; 

i) Filing system: any structured set of personal data which are accessible according to specific 
criteria, whether centralised, decentralised or dispersed on a functional or geographical basis; 

j) Disclosure by transmission: making data available to a specific third party; 

k) Erasure of data: the destruction or elimination of data sufficient to make them irretrievable; 

l) Supervisory authority: Nemzeti Adatvédelmi és Információszabadság Hatóság (National Authority 
for Data Protection and Freedom of Information); 

m) Profiling: any form of automated processing of personal data consisting of the use of 
personal data to evaluate certain personal aspects relating to a natural person, in particular to 
analyse or predict aspects concerning that natural person's performance at work, economic 
situation, health, personal preferences, interests, reliability, behaviour, location or 
movements;. 

n) Pseudonymisation: the processing of personal data in such a manner that the personal data 
can no longer be attributed to a specific data subject without the use of additional 
information, provided that such additional information is kept separately and is subject to 
technical and organisational measures to ensure that the personal data are not attributed to 
an identified or identifiable natural person;  
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o) Recipient: a natural or legal person, public authority, agency  

p)   or another body, to which the personal data are disclosed, whether a third party or not. 
However, public authorities which may receive personal data in the framework of a particular 
inquiry in accordance with Union or Member State law shall not be regarded as recipients; 
the processing of those data by those public authorities shall be in compliance with the 
applicable data protection rules according to the purposes of the processing; 

q) Third party: a natural or legal person, public authority, agency or body other than the data 
subject, controller, processor and persons who, under the direct authority of the controller 
or processor, are authorised to process personal data. 

 

III. Controllers and processing 

 

4. § (1) Any person in a legal relationship with the Institute under Article 2(1) of this Policy to 
whom personal data are disclosed or is involved in data processing as part of their role or position 
shall protect and preserve personal data and shall make every effort to ensure adequate protection 
of such data. 

(2) The data shall be protected, in particular against unauthorized access, alteration, transmission, 
disclosure, erasure or destruction, as well as against accidental destruction or damage, or loss of 
access due to changes in the technology used. 

(3) Persons in a legal relationship with or acting on behalf of the Institute shall be bound to observe 
confidentiality with regard to all personal data disclosed to them in the context of that relationship. 

5. § Persons involved in data management or data processing under a legal relationship with the 
Institute shall be liable for any damage resulting from a breach of their data processing or data 
protection obligations. 

6. § (1) Where data processing is carried out on behalf of the Institute, the Institute should use only 
processors providing sufficient guarantees of compliance with data processing requirements and 
the protection of the rights of data subjects, in particular in terms of implementing adequate 
technical and organisational measures. 

(2) Processing by a processor shall be governed by a contract or other legal act that is binding on 
the processor with regard to the Institute and that sets out the subject-matter and duration of the 
processing, the nature and purpose of the processing, the type of personal data and categories of 
data subjects and the obligations and rights of the controller. That contract or other legal act must 
be in writing and must stipulate the content specified in Article 28 (3) of the GDPR, in particular 
that the processor: 

a) processes the personal data only on documented instructions from the controller, 
including with regard to transfers of personal data to a third country or an international 
organisation, unless required to do so by Union or Member State law to which the 
processor is subject; in such a case, the processor shall inform the controller of that 
legal requirement before processing, unless that law prohibits such information on 
important grounds of public interest; 

b) ensures that persons authorised to process the personal data have committed 
themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality; 

c) takes all measures required for the safety of data processing pursuant to Article 32 of 
the GDPR;  
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d) respects the conditions referred to in paragraphs 2 and 4 of Article 32 of the GDPR 
for engaging another processor; 

e) taking into account the nature of the processing, assists the controller by appropriate 
technical and organisational measures, insofar as this is possible, for the fulfilment of 
the controller's obligation to respond to requests for exercising the data subject's rights 
laid down in Chapter III of the GDPR; 

f) assists the controller in ensuring compliance with the obligations pursuant to Articles 
32 to 36, particularly reporting a personal data breach, conducting a data protection 
impact assessment and prior consultation, taking into account the nature of processing 
and the information available to the processor; 

g) at the choice of the controller, deletes or returns all the personal data to the controller 
after the end of the provision of services relating to processing, and deletes existing 
copies unless Union or Member State law requires storage of the personal data; 

h) makes available to the controller all information necessary to demonstrate compliance 
with the obligations laid down in this Article and allow for and contribute to audits, 
including inspections, conducted by the controller or another auditor mandated by the 
controller. the processor shall immediately inform the controller if, in its opinion, an 
instruction infringes the GDPR or other Union or Member State data protection 
provisions. 

(3) Data processing cannot be entrusted to an organization that is interested in a business that uses 
the personal data to be processed. 

(4) If necessary, the controller or the processor shall take further measures to ensure that any 
person acting under the authority of the controller or of the processor with access to personal data 
shall not process those data except on instructions from the controller. 

 

IV. The consent of the data subject as legal grounds for processing 

 

8. § (1) Where the legal grounds for the processing are the consent of the data subject, the Institute 
should be able to verify that the data subject has given due consent to the processing of the personal 
data. 

(2) The "consent of the data subject" is considered to be valid legal grounds for the processing if 
it is the voluntarily, freely given, specific, informed and unambiguous indication of the data 
subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her. Silence, pre-ticked boxes or 
inactivity should not therefore constitute consent. 

(3) The consent of the data subject shall be such as to ensure that the data subject has real choice. 
Consent should not be regarded as freely given if the data subject has no genuine or free choice or 
is unable to refuse or withdraw consent without detriment, or where there is a clear imbalance 
between the data subject and the controller. 

(4) Consent is presumed not to be freely given if it does not allow separate consent to be given to 
different personal data processing operations. 

(5) Consent is presumed not to be freely given if the performance of the contract (such as the 
provision of a service) is made conditional on consent to data processing that is not necessary for 
the performance of the contract.  
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(6) Consent is presumed not to be freely given if the performance of the contract (such as the 
provision of a service) is made conditional on consent to data processing that is not necessary for 
the performance of the contract. 

9. § The data subject shall have the right to withdraw his or her consent at any time. The withdrawal 
of consent shall not affect the lawfulness of processing based on consent before its withdrawal. 
Prior to giving consent, the data subject shall be informed thereof. It shall be as easy to withdraw 
as to give consent. 

10. § If the controller obtains the data subject's consent through a written statement, the request 
for consent shall be clearly and succinctly separated on the form from the remainder of the contract 
and shall be drafted in plain, intelligible language. 

 

V. Rights of the data subject and their enforcement 

 

1. Obligation to inform 

11. § (1) At the time when personal data are obtained, the data subject must be provided with 
information on the fact, purpose, legal grounds, and scope of processing, on its method, duration 
or criteria for determining the duration, the rules for transferring data, the right to lodge a complaint 
to the supervisory authority and the name and contact details of the Institute’s data protection 
officer. 

(2) In addition to the information referred to in paragraph 1, the possibility of exercising the right 
to object shall be explicitly brought to the attention of the data subject, and such information shall 
be displayed clearly and separately from any other information. 

(3) The information referred to in paragraphs 1 to 2 shall be provided to:  

a) employees, contractors, and other staff of the Institute at the time the legal relationship is 
established, as part of the general information provided, with the content specified in Annex 
I attached hereto; 

b) persons submitting a job application to the Institute, either in the call for applications or in 
reply letter, with the content specified in Annex II attached hereto; 

c) persons using the services of the Institute under a contract, with the content specified in 
Annex III attached hereto.  

(4) The information referred to in paragraphs 1 to 2 shall be published at the Institute’s website in 
a concise and easily accessible form, in clear and easy to understand language.  

(5) The information referred to in paragraph 3(a) shall be provided on paper, electronically or in 
the text of the contract, while the information referred to in paragraph 2 (c) shall also be included 
in the text of the contract, in Hungarian or, in the case of a non-Hungarian native speaker, in 
his/her native language. In such cases, a translation shall be arranged for by the Institute's data 
protection officer. 

12. § The Institute shall communicate any rectification or erasure of personal data or restriction of 
processing to each recipient to whom the personal data have been disclosed, unless this proves 
impossible or involves disproportionate effort. 

 

2. The data subject’s right of information (right of access) 

13. § (1) Upon the data subject’s request, accepted after due verification of his or her right, the 
competent data processing officer or data protection officer shall, within 25 days of having received 
the request, provide information on any ongoing data processing regarding the data subject. 
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(2): The data subject shall have the right to obtain access to the personal data and the following 
information: 

a) the purposes of the processing; 

b) the categories of personal data concerned; 

c) the recipients or categories of recipient to whom the personal data have been or will be 
disclosed, in particular recipients in third countries or international organisations; 

d) where possible, the envisaged period for which the personal data will be stored, or, if not 
possible, the criteria used to determine that period; 

e) the existence of the right to request from the controller rectification or erasure of personal 
data or restriction of processing of personal data concerning the data subject or to object to 
such processing; 

f) the right to lodge a complaint with a supervisory authority; 

g) where the personal data are not collected from the data subject, any available information as 
to their source; 

h) he existence of automated decision-making, including profiling and, at least in those cases, 
meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

(3) Access to personal data shall be granted in such a way that the data subject does not gain access 
to the data of other persons. 

(4) The Institute shall be allowed to restrict or deny the data subject’s right to access if such measure 
is strictly necessary: 

a) for effectively and efficiently carrying out investigations and other proceedings involving the 
Institute, in particular criminal proceedings; 

b) for the effective and efficient prevention and investigation of criminal offenses; 

c) for the prosecution of criminal offenses or the enforcement of criminal penalties; 

d) for the effective and efficient protection of public security; 

e) for the protection of the external and internal security of the State effectively and efficiently, 
such as in particular defence and national security; or 

f) for protecting the fundamental rights of others. 

(5) If the Institute denies or restricts the data subject's right to access as set out in paragraph 4, it 
shall immediately inform the data subject in writing, provided that this does not jeopardize the 
purpose of the restriction or refusal, stating the reason for the measure. In its communication, the 
Institute shall specifically point out that the data subject may exercise his/her right to access with 
the assistance of the supervisory authority. 

(6) The Institute shall keep a record in Appendix 7 attached hereto if it applies the measure 
provided for in paragraph 4, indicating the legal and factual reasons for the measure. 

3. Right to rectification 

14. § Upon the data subject’s request, accepted after due verification of his or her right, the 
competent data processing officer or data protection officer shall, without undue delay, rectify any 
inaccurate personal data concerning the data subject. Taking into account the purposes of the 
processing, the data subject shall have the right to have incomplete personal data completed, 
including by means of providing a supplementary statement. 
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4. Right to restriction of processing 

15. § (1) Upon the data subject’s request, accepted after due verification of his or her right, the 
competent data processing officer or data protection officer shall restrict the processing where one 
of the following applies: 

a) the accuracy of the personal data is contested by the data subject, for a period enabling the 
controller to verify the accuracy of the personal data; 

b) the processing is unlawful and the data subject opposes the erasure of the personal data and 
requests the restriction of their use instead; 

c) the Institute no longer needs the personal data for the purposes of the processing, but they 
are required by the data subject for the establishment, exercise or defence of legal claims 

d) the data subject has objected to processing, where the restriction shall apply for a period in 
which the verification whether the legitimate grounds of the controller override those of the 
data subject is pending. 

(2) Where processing has been restricted under paragraph 1, such personal data shall, with the 
exception of storage, only be processed with the data subject's consent or for the establishment, 
exercise or defence of legal claims or for the protection of the rights of another natural or legal 
person or for reasons of important public interest of the Union or of a Member State. 

(3) A data subject who has obtained restriction of processing pursuant to paragraph 1 shall be 
informed by the competent data processing officer or data protection officer before the restriction 
of processing is lifted. 

 

5. Right to erasure 

16. § (1) Upon the data subject’s request, accepted after due verification of his or her right, the 
competent data processing officer or data protection officer shall, without undue delay, erase the 
data subject’s personal data or the scope of such data determined by the data subject, where one 
of the following applies: 

a) the personal data are no longer necessary in relation to the purposes for which they were 
collected or otherwise processed; 

b) the data subject withdraws consent on which the processing is based and where there is no 
other legal ground for the processing; 

c) the data subject objects to the processing and there are no overriding legitimate grounds for 
the processing; 

d) the personal data have been unlawfully processed; 

e) the personal data have to be erased for compliance with a legal obligation in Union or 
Member State law to which the Institute is subject; 

f) the personal data have been collected in relation to an offer of information society services 
related to children. 

(2) Where the controller has made the personal data public and is obliged pursuant to paragraph 1 
to erase the personal data, the controller, taking account of available technology and the cost of 
implementation, shall take reasonable steps, including technical measures, to inform controllers 
which are processing the personal data that the data subject has requested the erasure by such 
controllers of any links to, or copy or replication of, those personal data. 

(3) The Institute may not erase personal data despite a legitimate request if such processing is 
necessary: 
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a) for exercising the right of freedom of expression and information; 

b) for compliance with a legal obligation which requires processing by Union or Member State 
law to which the Institute is subject; 

c) for the performance of a task carried out in the public interest; 

d) for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in so far as the erasure is likely to render impossible or seriously impair 
the achievement of the objectives of that processing; or 

e) for the establishment, exercise or defence of legal claims. 

 

6. Right to object 

17. § (1) Where the Institute processes the data of the data subject on either the following legal 
grounds: 

a) processing is necessary for the performance of a task carried out in the public interest; or 

b) processing is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party; 

the data subject shall have the right to object, including profiling based on those provisions. The 
Institute shall no longer process the personal data unless the controller demonstrates compelling 
legitimate grounds for the processing which override the interests, rights and freedoms of the data 
subject or for the establishment, exercise or defence of legal claims. 

(2) Where personal data are processed for direct marketing purposes, the data subject shall have 
the right to object at any time to processing of personal data concerning him or her for such 
marketing, which includes profiling to the extent that it is related to such direct marketing. Where 
the data subject objects to processing for direct marketing purposes, the personal data shall no 
longer be processed for such purposes. 

 

7. Right to judicial remedy 

18. § In the event of a breach of rights related to data processing, the data subject may, either 
directly or through the controller administrator, contact the data protection officer, who will 
investigate the complaint and, if substantiated, will initiate action with the director of the Institute. 
The complainant shall be informed in writing within 25 days of the date of receipt of the request 
if the complaint is rejected, along with its factual and legal justification. If the request is rejected, 
the complainant shall be informed on the options to judicial redress and recourse to the supervisory 
body. The data protection officer shall keep records of any rejected requests. 

 

VI. Security of processing 

 

1. Rules on the security of personal data 

19. § (1) For the purposes of data security, the Institute shall evaluate and record all data processing 
activities it performs. The records shall be kept by the data protection officer. 

(2) Based on its records of data processing activities, the Institute shall carry out a risk analysis to 
determine which departments are processing which the data and under what conditions, and to 
what extent injuries and potential personal data breaches may occur due to risk factors in data 
processing. The risk analysis shall be carried out in view of the data processing activities actually 
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carried out. The purpose of the risk analysis is to define security rules and measures that effectively 
ensure the protection of personal data in accordance with the Institute's operations and activities. 

20. § (1) Taking into account the nature, scope, circumstances and purposes of data processing and 
the risk of varying likelihood and severity for the rights and freedoms of natural persons, the 
Institute shall implement appropriate technical and organisational measures to ensure and prove 
that personal data processing is carried out in compliance with the Regulation, including inter alia 
as appropriate: 

a) the pseudonymisation and encryption of personal data; 

b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services; 

c) the ability to restore the availability and access to personal data in a timely manner in the 
event of a physical or technical incident; 

d) a process for regularly testing, assessing and evaluating the effectiveness of technical and 
organisational measures for ensuring the security of the processing. 

(2) In assessing the appropriate level of security account shall be taken in particular of the risks that 
are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. 

(3) These measures shall be reviewed and, where necessary, updated by the data protection officer. 

21. § The Institute shall implement appropriate technical and organisational measures for ensuring 
that, by default, only personal data which are necessary for each specific purpose of the processing 
are processed. That obligation applies to the amount of personal data collected, the extent of their 
processing, the period of their storage and their accessibility. In particular, such measures shall 
ensure that by default personal data are not made accessible without the individual's intervention 
to an indefinite number of natural persons. 

22. § (1) Documents containing personal data must not be left in a place where third parties may 
have access. Such documents shall also be shut away in offices or staff rooms where third parties 
other than the competent records managers may also enter. 

(2) The head of the data processing department, in agreement with the data protection officer, 
shall decide on the security of the placement and physical defence of data carrier images and 
documentation. 

(3) Competent managers shall ensure the protection of system environments where data 
management systems are located for each department, including the prevention of data breaches, 
taking into account local circumstances. 

(4) In order to prevent the loss of manually processed personal data, original documents may only 
be released in the course of official proceedings, in particular for court proceedings and 
investigations. Prior to release, complete copies of the original documents shall be made for 
retention by the competent department. 

(5) In the event that personal data is corrupted or destructed, an attempt should be made, to the 
extent possible, to replace the damaged data from other available data sources. The head of the 
department where the damage occurred is responsible for replacing the damaged data. The 
competent controller who had contributed to recording the data shall be involved in the 
restoration. Any replaced data shall be marked as replaced.  

 

2. Data protection officer 

23. § The data protection officer shall be appointed by the director of the Institute. 
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24. § The data protection officer may be a employee of the Institute, or fulfil the tasks on the basis 
of a service contract. The data protection officer shall be designated on the basis of professional 
qualities and, in particular, expert knowledge of data protection law and practices and the ability to 
fulfil the tasks referred to in Article 39 of the GDPR. 

25. § Once appointed, the Institute shall publish on its website the name and contact details of the 
data protection officer and communicate them to the supervisory authority. 

26. § The data protection officer shall carry out the tasks outlined in the GDPR and to that end 
shall closely cooperate with the organisational units and senior officials of the Institute. 

27. § (1) Tasks of the data protection officer include, in particular: 

a) to inform and advise the controller or the processor and the employees of the Institute who 
carry out processing of their obligations pursuant to the GDPR and to other Union or 
Member State data protection provisions; 

b) to monitor compliance with the GDPR, with other Union or Member State data protection 
provisions and with the policies of the controller or processor in relation to the protection 
of personal data, including the assignment of responsibilities, awareness-raising and training 
of staff involved in processing operations, and the related audits; 

c) to provide advice where requested as regards the data protection impact assessment and 
monitor its performance; 

d) to cooperate with the supervisory authority; 

e) to act as the contact point for the supervisory authority on issues relating to processing, and 
to consult, where appropriate, with regard to any other matter; 

f) to cooperate and assist in decision-making concerning data processing and the rights of data 
subjects; 

g) to investigate any notifications received and, in case unauthorized data processing, call the 
controller or the processor in question to terminate such processing; 

h) to arrange for privacy-related trainings at the Institute. 

(2) The data protection officer shall in the performance of his or her tasks have due regard to the 
risk associated with processing operations, taking into account the nature, scope, context and 
purposes of processing. 

28. § The data protection officer shall keep records of: 

a) the data processing carried out at the Institute. Records shall include the name and contact 
details of the controller organization and, if any, the name and contact details of the joint 
controller, the controller representative and the data protection officer; the purposes of the 
processing; a description of the categories of data subjects and of the categories of personal 
data; the categories of recipients to whom the personal data have been or will be disclosed 
including, where applicable, recipients in third countries or international organisations (with 
a description of the suitable safeguards); and, where applicable, a general description of the 
technical and organizational security measures for data protection. The records shall be kept 
in writing or in electronic form and kept up to date. 

b) personal data breaches detected at the Institute. For the purposes of monitoring data 
breaches and informing the data subject thereof, records shall contain the scope of the 
personal data concerned, the scope and number of data subjects concerned, and the date, 
circumstances, effects, and the measures taken to rectify the data breach, as well as any other 
information specified in laws and regulations on data processing, in accordance with Annex 
5 of this Policy. 
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c) any disclosure by transmission carried out at the Institute. For the purposes of checking the 
lawfulness of the transmission and for informing the data subject, the records shall include 
the date when the personal data was transmitted, the legal grounds thereof, the recipient of 
the transmission, the scope of the personal data transmitted, as well as any other information 
specified in laws and regulations on data processing, in accordance with Annex 6 of this 
Policy. 

29. § The data protection officer is involved, properly and in a timely manner, in all issues which 
relate to the protection of personal data. 

30. § The data protection officer shall have access to personal data and data processing operations 
for exercising his or her tasks. 

31. § The data protection officer shall not accept any instructions regarding the exercise of his or 
her tasks. 

32. § The data protection officer shall not be dismissed or penalised by the Institute for performing 
his or her tasks. 

33. § The data protection officer shall be directly responsible to the senior management of the 
Institute. 

34. § Data subjects may contact the data protection officer in all matters relating to the processing 
of their personal data and the exercise of their rights under this Policy.  

35. § The data protection officer shall be bound by secrecy or confidentiality concerning the 
performance of his or her tasks, in accordance with Union or Member State law. 

36. § The data protection officer may fulfil other tasks and duties. The controller or processor shall 
ensure that any such tasks and duties do not result in a conflict of interests. 

 

3. Data protection impact assessment and prior consultation 

37. § (1) Where a type of processing in particular using new technologies, and taking into account 
the nature, scope, context and purposes of the processing, is likely to result in a high risk to the 
rights and freedoms of natural persons, the Institute shall, prior to the processing, carry out an 
assessment of the impact of the envisaged processing operations on the protection of personal 
data. A single assessment may address a set of similar processing operations that present similar 
high risks. 

(2) The Institute shall seek the advice of the data protection officer when carrying out a data 
protection impact assessment. 

(3) A data protection impact assessment shall in particular be required in the case of: 

a) a systematic and extensive evaluation of personal aspects relating to natural persons which is 
based on automated processing, including profiling, and on which decisions are based that 
produce legal effects concerning the natural person or similarly significantly affect the natural 
person; 

b) processing on a large scale of special categories of data or of personal data relating to criminal 
convictions and offences; or 

c) a systematic monitoring of a publicly accessible area on a large scale. 

(4) The assessment shall contain at least: 

a) a systematic description of the envisaged processing operations and the purposes of the 
processing, including, where applicable, the legitimate interest pursued by the Institute; 
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b) an assessment of the necessity and proportionality of the processing operations in relation 
to the purposes; 

c) an assessment of the risks to the rights and freedoms of data subjects; and 

d) the measures envisaged to address the risks, including safeguards, security measures and 
mechanisms to ensure the protection of personal data and to demonstrate compliance with 
this Regulation taking into account the rights and legitimate interests of data subjects and 
other persons concerned. 

(5) Where appropriate, the Institute shall seek the views of data subjects or their representatives on 
the intended processing, without prejudice to the protection of commercial or public interests or 
the security of processing operations. 

38. § Where necessary, the Institute shall carry out a review to assess if processing is performed in 
accordance with the data protection impact assessment at least when there is a change of the risk 
represented by processing operations. 

39. § (1) The Institute shall consult the supervisory authority prior to processing where a data 
protection impact assessment indicates that the processing would result in a high risk in the absence 
of measures taken by the Institute to mitigate the risk (prior consultation). 

(2) When consulting the supervisory authority pursuant to paragraph 1, the Institute shall provide 
the supervisory authority with: 

a) where applicable, the respective responsibilities of the controller, joint controllers and 
processors involved in the processing, in particular for processing within a group of 
undertakings; 

b) the purposes and means of the intended processing;  

c) the measures and safeguards provided to protect the rights and freedoms of data subjects 
pursuant to the Regulation; 

d) the data protection impact assessment; and 

e) any other information requested by the supervisory authority.  

 

4. Managing a personal data breach  

40. § (1) If a Controller, acting either on his or her own behalf or on behalf of the Institute, detects 
or becomes aware of the occurrence of a personal data breach, he or she shall promptly inform the 
data protection officer by completing the Personal Data Breach Report Form in Appendix 4. 

(2) In the case of a personal data breach, the Institute shall without undue delay and, where feasible, 
not later than 72 hours after having become aware of it, notify the personal data breach to the 
supervisory authority, unless the personal data breach is unlikely to result in a risk to the rights and 
freedoms of natural persons. Where the notification to the supervisory authority is not made within 
72 hours, it shall be accompanied by reasons for the delay. 

(3) Notification of a personal data breach to the supervisory authority shall at least: 

a) describe the nature of the personal data breach including where possible, the categories and 
approximate number of data subjects concerned and the categories and approximate number 
of personal data records concerned; 

b) communicate the name and contact details of the data protection officer or other contact 
point where more information can be obtained; 

c) describe the likely consequences of the personal data breach; 
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d) describe the measures taken or proposed to be taken by the Institute to address the personal 
data breach, including, where appropriate, measures to mitigate its possible adverse effects. 

(4) Where, and in so far as, it is not possible to provide the information at the same time, the 
information may be provided in phases without undue further delay. 

(5) The Data Protection Officer shall document any personal data breaches, comprising the facts 
relating to the personal data breach, its effects and the remedial action taken.  

41. § (1) When the personal data breach is likely to result in a high risk to the rights and freedoms 
of natural persons, the Institute shall, primarily through the Data Protection Officer, communicate 
the personal data breach to the data subject without undue delay. 

(2) Communication to the data subject must clearly and comprehensibly describe the nature of the 
personal data breach and communicate at least the following information: 

a) the name and contact details of the data protection officer or other contact point where more 
information can be obtained; 

b) the likely consequences of the personal data breach; 

c) the measures taken or proposed to be taken by the Institute to address the personal data 
breach, including, where appropriate, measures to mitigate its possible adverse effects. 

(3) Communication to the data subject shall not be required if any of the following conditions are 
met: 

a) the Institute has implemented appropriate technical and organisational protection measures, 
and those measures were applied to the personal data affected by the personal data breach, 
in particular those that render the personal data unintelligible to any person who is not 
authorised to access it, such as encryption; 

b) the Institute has taken subsequent measures which ensure that the high risk to the rights and 
freedoms of data subjects is no longer likely to materialise; 

c) communication of a personal data breach to the data subject would involve disproportionate 
effort. In such a case, there shall instead be a public communication or similar measure 
whereby the data subjects are informed in an equally effective manner. 

42. § Following the implementation of measures taken in the light of a personal data breach, the 
Institute shall assess the effectiveness of the measures and, if necessary, conduct a further risk 
analysis of the data set concerned. 

 

VII. Data Transmission 

 

43. § Within the organizational system of the Institute, personal data may, to the extent and for the 
time necessary to carry out the task, be transmitted to an department or person who, in order to 
carry out its task at the Institute, needs to know and manage personal data. 

44. § Data processing at the Institute for different purposes may only be linked in accordance with 
legitimate purposes and in justified cases. 

45. § (1) Requests for the transmission of personal data managed by the Institute may only be 
served if a law or regulation so prescribes or only subject to the conditions set out in paragraph 2. 
In all other cases, transmission shall be refused. 

(2) Where data transmission is not based on a legal obligation, the request may only be granted if 
the data subject, after having received detailed information, consents thereto. 
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46. § (1) In the case of data transmission to a foreign country, the sender must ensure that the 
conditions for outbound data transmission as required by the GDPR are met. In this context, it 
should be examined whether data outbound data transmission takes place in accordance with any 
of the legal grounds defined in the GDPR and whether the data protection level of the receiving 
controller ensures an adequate level of data protection. If the outbound data transmission is to a 
Member State of the European Economic Area, there is no need to examine the adequate level of 
protection of personal data.   

(2) Any transfer of personal data which are undergoing processing or are intended for processing 
after transfer to a third country or to an international organisation shall take place only if the 
conditions laid down in the GDPR are complied with by the controller and the processor, including 
for onward transfers of personal data from the third country or an international organisation to 
another third country or to another international organisation. 

(3) A transfer of personal data to a third country or an international organisation may take place 
where the European Commission has decided, and has so published in the Official Journal of the 
European Union, that the third country, a territory or one or more specified sectors within that 
third country, or the international organisation in question ensures an adequate level of protection 
(adequacy decision). Such a transfer shall not require any specific authorisation. 

47. § When transmitting personal data, if done by post, it must be ensured that the shipment is 
sealed when dispatched. 

48. § The Institute agrees to transfer personal data for statistical purposes only in such a way as to 
ensure that it cannot be linked to the data subject. 

 

SPECIAL PART 

 

I. Employee data management and records 

 

49. § The staff register is a data management system for documenting facts related to employees 
of the Institute working under an employment contract, agency contract or other employment-
related relationship, the provisions of which are based on, in particular, Act I of 2012 on the Labour 
Code,  Act CL of 2017 on Taxation, their implementing regulations, and the Institute’s internal 
policies. 

50. § The staff register shall be kept by the Institute's department responsible for personnel matters. 

51. § Data for the staff records shall be provided by the data subjects to the extent required by law, 
or to the extent specified by the Institute where processing is necessary for the performance of a 
contract to which the data subject is party or where it is necessary for taking action at the request 
of the data subject prior to the conclusion of the contract, or to the extent that such processing is 
essential to the legitimate interests of the Institute or of a third party. 

52. § Wage and labour records can be used to establish facts about an employee's employment 
status, to verify classification requirements, for payroll accounting, social security administration, 
and statistical reporting. 

53. § The payroll and labour records shall, to the extent necessary for the performance of duties, 
be managed by the Institute's staff specialized in personnel matters and by a company engaged by 
the Institute to perform payroll functions. 

54. § The personal data of job applicants may be processed for the purpose of deciding whether to 
establish a legal relationship until such time as a decision is taken. If it becomes clear to either the 
applicant or the Institute that the application will not result in a legal relationship between the 
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parties, the applicant's personal data processed by the Institute shall be erased. In exceptional cases, 
further processing of the applicant's data by the Institute may take place if a new call for concluding 
a legal relationship by the Institute is expected in the near future. Again, the purpose of processing 
is to decide on a legal relationship, if this is in the interest of both the applicant and the Institute. 
Such further processing is subject to the applicant’s written consent.  

 

II. Personal data processed manually 

 

55. § In determining and applying data security measures, the Institute shall take into account the 
state of the art. Where alternate data processing solutions are available, the one selected shall ensure 
the highest level of protection of personal data, unless this would involve disproportionate effort 
for the Institute. 

56. § (1) The following measures shall be applied to ensure the security of any personal data handled 
manually: 

a) records held in archives shall be stored in a well-sealed, dry room, with equipment for fire 
safety and the protection of property; 

b) access to records under ongoing active processing shall be restricted to competent 
administrators; records concerning personnel, payroll and employment information must be 
kept securely locked away; 

c) the privacy records referred to in this Policy shall be archived on a regular basis, with the 
archived records sorted and filed in accordance with the Institute's rules on records and 
scraping and with filing plans. 

(2) The procedure of access to the keys to the premises or cabinets referred to in paragraph 1(b) 
shall be laid down by the head of the data processing unit and forwarded for information to the 
data protection officer. 

 

III. Personal data processed electronically 

 

57. § (1) If the Institute processes personal data in an electronic system that can only be accessed 
by a competent controller registered in the access list, the competent controller must log into the 
system with an individual, secret password. They must exit the system once the data processing is 
complete. The controller shall be responsible for password protected processing carried out in the 
system. In order to avoid personal data breaches, it is the responsibility of the competent controller 
to protect their unique password. Apart from the competent controller, the unique password 
should only be made known, on a need to know basis, to the IT staff responsible for the 
development and operation of the data management software and to the data protection officer to 
carry out their duties at the Institute. 

(2) It is forbidden to leave computers used for data processing unattended, ready for data entry or 
query. 

(3) The Institute may only use data processing systems where access to the system is registered, 
and where the person entering the data and the time and date of such entries are recorded. 

 

IV. Electronic access control system 
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58. § The purpose of the electronic access control system used by the Institute is to prevent 
unauthorized access to Institute premises and any crime against property. The electronic access 
control system is operated by the Institute.  

59. § Only those authorized to enter or stay in the area protected by the Institute’s electronic access 
system may do so. Eligibility is verified with a permanent access card. 

61. § Permanent access cards (so-called keys) are granted to the employees of the Institute working 
under an employment contract, agency contract or other employment-related relationship. 

62. § The Institute shall keep a register of the holders of permanent access cards (card register). 
The card register manages the following data: 

a) card number; 

b) the name of the cardholder. 

63. § The system is not suitable for recording the cardholder's movements within the building. 

64. § The Institute shall promptly destroy all identification data processed for managing the 
electronic access control system of those with authorized access when such authorization ceases 
and shall erase the data from the card register after the card has been returned.  

 

CLOSING PROVISIONS 

 

65. § This Policy shall be made available at all times to all departments of the Institute. 

66. § This Policy shall enter into force on the day following its signing. Simultaneously with this 
Policy entering into force, all rules concerning the same subject-matter shall be considered repealed. 
This Policy is in effect until revoked.  

 

Budapest, Hungary on 21 March 2019 

 

 

UGRÓSDY, Márton, signed 

Director 
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ANNEXES 

 

 

Annex 1 

Privacy Notice for employees of the Institute for Foreign Affairs and Trade (hereinafter 
referred to as: “Institute”) 

Personnel records 

For the purposes of this Notice, employee shall mean a person employed by the Institute. 

Purpose, legal grounds, scope, and duration of processing 

Only such personal data of employees may be processed and only such occupational medical fitness 

tests may be performed as necessary for concluding, maintaining or terminating the  employment, 

or for the provision of social and welfare benefits, without violating the rights relating to the 

personality of the given employee. 

The legal grounds for data processing are the fulfilment of a contractual requirement following the 

conclusion of the legal relationship and/or the fulfilment of a statutory requirement under the legal 

relationship and following its termination. Personal data classified under Article 9 of the GDPR 

may be processed by the Institute, in accordance with paragraphs 9(2)(a), (b), (h) thereof, when 

processing is necessary for the purposes of establishing, performing or terminating a legal 

relationship. When enforcing rights or claims, the legitimate interest of the employer may serve as 

legal grounds for the processing of personal data.  

For the purposes of the above legal grounds, the Institute may handle the following personal data 

of employees: 

- name; 
- birth name; 
- date of birth; 
- place of birth; 
- mother's birth name; 
- permanent address; 
- place of residence; 
- nationality; 
- tax identification number; 
- social security number; 
- telephone number; 
- e-mail address; 
- bank account number; 
- the start and end dates of the legal relationship; 
- job description; 
- copies of verifications of formal education and training; 
- CV; 
- amount of wages; salary and other benefits; 
- results of occupational aptitude tests; 
- data recorded in accident reports on the employee; 
- the manner in which the legal relationship was terminated and its causes;  
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- photo; 
- monthly and annual assessments of employees’ performance; 
- descriptions and dates of various family benefits and other welfare assistance; 
- name(s), place(s) and date(s)of birth and social security number(s) of child(ren); 
- statements for requiring family benefits and first marriage benefits; 
- in case of a legal relationship with another employer for more than 36 hours a week, the 

data thereof (verification required); 
- for retired employees, their pensioner registration numbers; 
- deductibles under a final court decision or statute, or the written consent of the data subject, 

and its verification; 
- in the case of membership in a private pension fund or voluntary mutual fund, the name 

and identifier of the fund and the membership number. 
 

Information on illnesses and trade union membership data may be processed by the Institute solely 
for the purpose of fulfilling a right or obligation specified in the Labour Code. 

Controllers of personal data: the head of the employer, the person exercising the employer’s rights, 
and the employees and data processors of the Institute performing personnel duties. 

The storage period of personal data shall be 3 years from the day following the termination of 
employment or, as the case may be, of the personal data on which a right or claim is based, except 
in the case of employment documents for which the relevant legislation provides a longer storage 
period, in particular:  

- Pursuant to Act LXVI of 1995 on Public Records, Public Archives, and the Protection of 
Private Archives, organizations possessing archived materials and natural persons keeping 
documents of lasting value shall be obliged to protect the documents of lasting value they 
own or possess. This includes employment documents (such as employment contracts and 
information on insurance policies and contribution payments), which cannot be disposed 
of. 

- The provisions of Act CL of 2017 on Taxation shall also be observed, which requires 
taxpayers to retain documents until the right to determine the tax has expired, in such a 
manner that taxes can be re-established or verified at any time (i.e., for 5 years); 

- However, documents that the employer does not need after the termination of 
employment, e.g., CVs, must be destroyed. 

Processing relating to aptitude tests 

Scope of personal data for processing: suitability for the position and the preconditions thereof. 

Specific health-related personal data of individual employees are not available to the Institute, and 

the results of any tests are only available to the employee and the specialist performing the test. 

The Institute shall only receive information as to whether the subject is fit for work and under 

what conditions. 

Legal grounds of processing:  

- for the legitimate interest of the Institute under paragraph 9(2)h) of the GDPR, where 
processing is necessary to ensure that the Institute, to the extent required during the 
employment, has access to information on suitability for work and professional skills, and 
thus to employ a employee who possesses the necessary competencies to perform the 
activity; and 

- for the purposes of fulfilling a legal obligation in case of statutory occupational health 
surveys or as required for the eligibility to provide health or social care. 
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The purpose of processing the personal data is to conclude or maintain a legal relationship and/or 

to fulfil legal or contractual obligations. 

The storage period of personal data shall be 3 years from the day following the termination of 
employment or, as the case may be, of the personal data on which a right or claim is based, except 
in the case of employment documents for which the relevant legislation provides a longer storage 
period, in particular:  

Employees may only be required to undergo such test as are required by labour laws or in order to 
exercise a right or obligation specified in any requirement relevant to the employment relationship. 
Employees shall be informed in detail prior to testing, among other things, on the skills and abilities 
the aptitude test is about, and the means and methods of testing. If the test is prescribed by law, 
employees must also be informed of the name of the law or regulation and of the exact passage. 

For the purposes of the above legal grounds, employees may be asked to fill out aptitude and 

occupational tests when concluding the employment relationship or during the employment. 

For a more efficient management and implementation of work processes, psychological or 
personality trait tests may be conducted with a larger group of employees, but only if the data 
revealed in the analysis is not linked to individual employees, i.e., if data is processed anonymously. 

Processing for monitoring the use of email accounts 

The Institute provides employees with one email account each: that email address and account may 
be used by the employee solely for the purposes of his/her job, either as a means of communicating 
with other employees or for communicating with clients and other persons or organizations on 
behalf of the employer. 

Employees may not use their email account for personal purposes or for storing personal mail in 
the account. 

The employer is entitled to regularly inspect the entire content of the email account and its use, 
where the legal ground for processing is the employer's legitimate interest. The purpose of the 
inspection is to verify compliance with the employer's regulations regarding the use of the email 
account and to monitor employee obligations. 

The persons eligible for inspecting the account are the head of the employer and the person 
exercising the employer’s rights. 

Unless the circumstances of the inspection prevent this option, that employee must be permitted 
to be present during the inspection. 

Prior to the inspection, the employee must be informed of the exact interests of the employer for 
which that particular inspection is performed, on who will be carrying out the inspection for the 
employer and the rules thereof, and on the rights and remedies available regarding on data 
processing during the inspection of the email account. 

A gradual approach must be adopted for the inspection, meaning that first and foremost, the 
recipient and subject of the e-mail should be used to ascertain that it is related to the employee’s 
job and not personal. The employer may inspect the contents of non-personal emails without 
restriction. The employer may not inspect the content of the personal e-mails, other than making 
sure that the e-mail in question is indeed personal. 

If, contrary to the provisions of these policies, it is established that the employee has used the email 
account for personal purposes, he or she must be prompted to delete the personal data 
immediately. In the event of the employee's absence or lack of cooperation, the personal data will 
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be deleted by the employer at the inspection. Employees may be subject to employment law 
sanctions for the use of an email account contrary to these policies. 

For data processing related to the inspection of the e-mail account, employees may exercise the 
rights set forth in this Notice regarding the rights of the data subject. 

Processing for monitoring the use computers and laptops 

The Institute may provide employees with computers and laptops for the purposes of work. Such 
equipment may be used by the employee solely for the purposes of his/her job; any private use is 
prohibited by the Institute and no personal data may be stored or private correspondence 
conducted on these devices. The employer may inspect the data stored on these devices. Such 
inspections and the legal consequences thereof are subject to the provisions on email account 
inspections.  

Processing related to monitoring internet use at the workplace 

During work hours, employees may only view websites related to their jobs; personal internet use 
at work is prohibited by the employer. 

The Institute shall be the holder of online registrations made on behalf of the Institute as part of a 
job, and the ID and password referring to the Institute must be used during the registration process. 
Where personal data are also required for registration, the Institute must initiate the erasure thereof 
if the employee is terminated. 

Employees’ use of workplace internet may be monitored by the employer. Such inspections and 
the legal consequences thereof are subject to the provisions on email account inspections.  

Processing related to monitoring company mobile phone use 

The employer does not allow private use of company mobile phones. Such phones must be used 
solely for work related purposes, and the employer has the right to inspect the numbers and details 
of all outgoing calls and the data stored on the mobile phones. 

The employee is required to notify the employer if he or she has used the company mobile phone 
for private purposes. In such cases, the employer may request a bill breakdown from the service 
provider for verification purposes and instruct the employee to render any privately called numbers 
unrecognizable on the documents. The employer may require the employee to cover the costs of 
the private calls. 

In other respects, inspections and the legal consequences thereof are subject to the provisions on 
email account inspections. 

Processing related to entering and leaving the workplace  

The Institute operates an electronic access control system for personal protection and property 
security. 

The Institute processes personal data related to the system only through the registration of access 
cards used for entering and exiting the premises. The system is not suitable for retaining entry and 
exit data and for detecting movement inside the building. 

Scope of personal data processed: name, job title, and card identification number of natural 
persons. 

Legal grounds of processing: to assert the legitimate interests of the employer. 

Purpose of personal data processing: personal protection and property security, performance of 
contracts. 

Personal data related to card registrations are handled by the Institute. 
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The storage period of personal data shall be 3 years from the day following the termination of 

employment or any other eligibility for entry and exit or, as the case may be, of the personal data 

on which a right or claim is based, except in the case of employment documents for which the 

relevant legislation provides a longer storage period, in particular:  

 

The most relevant rights of the data subject concerning processing 

Consent to data processing may be withdrawn at any time by written request to info@ifat.hu. In 

such cases, the personal data submitted or disclosed along with the application will be erased. 

Withdrawal of consent to data processing is an obstacle to the assessment of a job application, so 

withdrawal of consent will also be considered as a withdrawal of the application. 

In the context of processing, the data subject may at any time, through the representative of the 

Institute: 

- request information on processing and request access to the data processed; 

- request rectification or completion of inaccurate or incomplete data; 

- request the erasure of any data processed on the basis of consent; 

- object to the processing; 

- request restrictions of processing. 

Unless restricted under a statutory interest, the data subject shall have the right to obtain from the 

Institute confirmation as to whether or not personal data concerning him or her are being 

processed, and, where that is the case, access to the following information: 

- the purposes of processing; 

- the type of authorization for processing (legal grounds); 

- when and how such data are processed (duration); 

- the type of data processed, along with a copy thereof; 

- the recipients or categories of recipients of the personal data; 

- transmission to third countries or international organizations; 

- from which source the personal data originate, if not from the data subject; 

- features of any automated decision-making, if applicable;  

- the rights of data subjects; 

- options of judicial remedies. 

The Institute shall reply to requests for information and access within 25 days. The Institute may 

charge a reasonable fee based on administrative costs for additional copies of the processed 

personal data requested by the data subject. 

In the case of a request for rectification (modification) of data, the data subject must verify the 

validity of the data and prove that the person requesting rectification is indeed the person entitled 

to do so. This is the only way the Institute can verify whether the new data is valid and, if so, to 

rectify the old one. 
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In case of a request for the rectification (modification) of data, the data subject must verify the 

validity of the data and prove that the person requesting rectification is indeed the person entitled 

to do so. This is the only way the Institute can verify whether the new data is valid and, if so, to 

rectify the old one. 

If it is not clear whether the data being processed is valid or accurate, the Institute will not rectify 

the data, but will only indicate that an objection has been lodged by the data subject but that the 

data may not be incorrect. After confirming the authenticity of the request, the controller shall 

rectify any inaccurate personal data or supplement the data covered by the request without undue 

delay. The Institute shall inform the person concerned of any rectification or marking. 

- the personal data have been unlawfully processed; 

- the Institute no longer needs the personal data for the purposes of the processing; 

- the data subject withdraws consent on which the processing is and there is no other legal 
ground for the processing; 

- the obligation to erase the data has been imposed on the Institute by legislation and it has 
not yet complied with it. 

The data subject may request the restriction of processing, which the controller will comply with 

if any of the following are met: 

- the accuracy of the personal data is contested by the data subject, where the restriction shall 
apply for a period enabling the controller to verify the accuracy of the personal data; 

- the processing is unlawful and the data subject opposes the erasure of the personal data 
and requests the restriction of their use instead; 

- the Institute no longer needs the personal data for the purposes of the processing, but they 
are required by the data subject for the establishment, exercise or defence of legal claims; 
so the data subject has objected to processing. 

Where processing has been restricted, such personal data shall, with the exception of storage, only 

be processed with the data subject's consent or for the establishment, exercise or defence of legal 

claims or for the protection of the rights of another natural or legal person or for reasons of 

important public interest of the Union or of a Member State. The Institute shall inform the data 

subject in advance of the lifting of the restriction on data processing. 

If the data subject believes that processing violates the provisions of the GDPR or the Information 

Act, or if you object to the Institute processing your personal data, we recommend that complaints 

be first sent to the Institute. Your complaint will always be investigated. 

The Institute's Data Protection Officer: 

Name: NÉMETH, Bence 

Contact: info@ifat.hu 

The Privacy Policy of the Institute is available at https://kki.hu/adatvedelem/ 

If, despite your complaint, you still object to the way the Institute processes your data or would 

like to contact the authority directly, you may notify the Nemzeti Adatvédelmi és Információszabadság 

mailto:info@ifat.hu
https://kki.hu/adatvedelem/
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Hatóság (National Authority for Data Protection and Freedom of Information, ‘NAIH’) (Hungary, 

1125 Budapest, Szilágyi Erzsébet fasor 22/c., mailing address: HU-1530 Budapest, Pf.: 5; E-mail: 

ugyfelszolgalat@naih.hu; website: www.naih.hu).  

You have the option of seeking court protection of your data, whereby the court shall hear such 

cases in priority proceedings. You are free to file a claim with the court of your domicile (permanent 

address) or your place of residence (temporary address) (see at http://birosag.hu/torvenyszekek). 

To find the court with jurisdiction for your domicile or place of residence, please visit 

http://birosag.hu/ugyfelkapcsolati-portal/birosag-kereso. 

Legal references 

- Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (“GDPR”);  

- Act CXII of 2011 on the Right of Informational Self-Determination and on Freedom 
of Information. 

 

[Budapest, 21 March 2019]  
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Annex 2 

Privacy Notice for job applicants to the Institute for Foreign Affairs and Trade (hereinafter 
referred to as: “Institute”) 

 

Legal grounds of processing 

The legal ground for data processing, pursuant to paragraph 6(1)a) of the GDPR, is the consent 

expressly provided by the applicant by filling out the declaration of consent form attached to this 

Notice and sending it to the Institute as part of the application. 

Purposes of processing 

The purposes of processing are to get to know the applicant’s skills and assess their aptitude for 

the desired job, and to maintain liaison. 

Scope of the data processed 

The Institute processes the personal data and contact details of the data subject to the extent 

necessary to assess the candidate's job application for the desired job. The personal data we process 

to that end are as follows: 

- the applicant’s name; 
- place and date of birth; 
- mother's name; 
- address; 
- qualifications; 
- photo; 
- phone number and e-mail address for liaison; 
- any additional personal data the applicant voluntarily provides; and 
- the employer's notes on the applicant taken during the recruitment process. 

The identity of the data controller and the place of processing 

The information provided or disclosed with the application shall be processed exclusively staff 

members of the Institute with the right or obligation to carry out the tasks related to the assessment 

of the application. The place of processing is the place commonly used by these employees for 

work. 

Duration of processing 

The Institute, as the entity announcing the opening, shall process the personal data submitted in 

the application form (e.g., in the curriculum vitae) for the period specified in the Consent to 

Personal Data Processing form. After the application has been assessed, the applicant’s personal 

data disclosed in the application, including any contact details, will be erased unless otherwise 

specified in the data subject's declaration of consent. The Institute may only retain the application 

following the assessment with the express, clear and voluntary consent of the applicant, as stated 

in the consent form. 
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The most relevant rights of the data subject concerning processing 

Consent to data processing may be withdrawn at any time by written request to info@ifat.hu. In 

such cases, the personal data submitted or disclosed along with the application will be erased. 

Withdrawal of consent to data processing is an obstacle to the assessment of a job application, so 

withdrawal of consent will also be considered as a withdrawal of the application. 

In the context of processing, the data subject may at any time, through the representative of the 

Institute: 

- request information on processing and request access to the data processed; 

- request rectification or completion of inaccurate or incomplete data; 

- request the erasure of any data processed on the basis of consent; 

- object to the processing; 

- request the restrictions of processing. 

Unless restricted under a statutory interest, the data subject shall have the right to obtain from the 

Institute confirmation as to whether or not personal data concerning him or her are being 

processed, and, where that is the case, access to the following information: 

- the purposes of processing; 

- the type of authorization for processing (legal grounds); 

- when and how such data are processed (duration); 

- the type of data processed, along with a copy thereof; 

- the recipients or categories of recipients of the personal data; 

- transmission to third countries or international organizations; 

- from which source the personal data originate, if not from the data subject; 

- features of any automated decision-making, if applicable;  

- the rights of data subjects; 

- options of judicial remedies. 

The Institute shall reply within 25 days to requests for information and access. The Institute may 

charge a reasonable fee based on administrative costs for additional copies of the processed 

personal data requested by the data subject. 

In case of a request for the rectification (modification) of data, the data subject must verify the 

validity of the data and prove that the person requesting rectification is indeed the person entitled 

to do so. This is the only way the Institute can verify whether the new data is valid and, if so, to 

rectify the old one. 

If it is not clear whether the data being processed is valid or accurate, the Institute will not rectify 

the data, but will only indicate that an objection has been lodged by the data subject but that the 

data may not be incorrect. After confirming the authenticity of the request, the controller shall 

rectify any inaccurate personal data or supplement the data covered by the request without undue 

delay. The Institute shall inform the person concerned of any rectification or marking. 

 

file:///C:/Users/your-computer/AppData/Local/Temp/info@ifat.hu
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In the event of a request for erasure or blocking, the data subject may request the erasure of his or 

her data, which means that the Institute is obliged to erase the data relating to the data subject 

without undue delay if: 

- the personal data have been unlawfully processed; 

- the Institute no longer needs the personal data for the purposes of the processing; 

- the data subject withdraws consent on which the processing is and there is no other legal 

ground for the processing; 

- the obligation to erase the data has been imposed on the Institute by legislation and it has 

not yet complied with it. 

The data subject may request the restriction of processing, which the controller will comply with 

if any of the following are met: 

- the accuracy of the personal data is contested by the data subject, where the restriction shall 

apply for a period enabling the controller to verify the accuracy of the personal data; 

- the processing is unlawful and the data subject opposes the erasure of the personal data 

and requests the restriction of their use instead; 

- the Institute no longer needs the personal data for the purposes of the processing, but they 

are required by the data subject for the establishment, exercise or defence of legal claims; 

so the data subject has objected to processing. 

Where processing has been restricted, such personal data shall, with the exception of storage, only 

be processed with the data subject's consent or for the establishment, exercise or defence of legal 

claims or for the protection of the rights of another natural or legal person or for reasons of 

important public interest of the Union or of a Member State. The Institute shall inform the data 

subject in advance of the lifting of the restriction on data processing. 

If the data subject believes that processing violates the provisions of the GDPR or the Information 

Act, or if you object to the Institute processing your personal data, we recommend that complaints 

be first sent to the Institute. Your complaint will always be investigated. 

The Institute's Data Protection Officer: 

Name: NÉMETH, Bence 

Contact: info@ifat.hu 

The Privacy Policy of the Institute is available at https://kki.hu/adatvedelem/ 

If, despite your complaint, you still object to the way the Institute processes your data or would 

like to contact the authority directly, you may notify the Nemzeti Adatvédelmi és Információszabadság 

Hatóság (National Authority for Data Protection and Freedom of Information, ‘NAIH’) (Hungary, 

1125 Budapest, Szilágyi Erzsébet fasor 22/c., mailing address: HU-1530 Budapest, Pf.: 5; E-mail: 

ugyfelszolgalat@naih.hu; website: www.naih.hu).  

You have the option of seeking court protection of your data, whereby the court shall hear such 
cases in priority proceedings. You are free to file a claim with the court of your domicile 
(permanent address) or your place of residence (temporary address) (see at 
http://birosag.hu/torvenyszekek). 

mailto:info@ifat.hu
https://kki.hu/adatvedelem/
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To find the court with jurisdiction for your domicile or place of residence, please visit 
http://birosag.hu/ugyfelkapcsolati-portal/birosag-kereso. 

Legal references 

- Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 

April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data, and repealing Directive 

95/46/EC (“GDPR”);  

- Act CXII of 2011 on the Right of Informational Self-Determination and on Freedom 

of Information. 

 

[Budapest, 21 March 2019]  
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Annex 2/1 

 

Declaration of Consent 

to personal data processing regarding job applications 

 

I, the undersigned …………………………………………………….. (name), pursuant to 

Article 7 of a Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 

April 2016 on the protection of natural persons with regard to the processing of personal data 

and on the free movement of such data, and repealing Directive 95/46/EC (hereinafter referred 

to as: “GDPR”) hereby give my consent to the disclosure of my personal data to the duly 

authorized staff members of the Institute for Foreign Affairs and Trade (hereinafter referred to 

as: “the Institute”) in connection with my application for the position  

…………………………………………… (name of position) and to have my personal data 

processed in accordance with the provisions of the GDPR  and of Act CXII of 2011 on the Right 

of Informational Self-Determination and on Freedom of Information. 

I further declare that I have read the Privacy Policy available at the Institute's website at 

https://kki.hu/adatvedelem, based on with which I represent and warrant that I consent to the 

Institute processing the personal data I submit with the job application for 6 months following the 

assessment of my application in the job applications database for future vacancies.1 

a) Yes 

b) No 

 

…………………………, ……………. …….. ………. 

 

 

  

 Applicant 

  

 
1 Unless you make a statement regarding the processing of your personal data after your application has been assessed, 

the Institute will no longer process your personal data submitted during the application procedure after the application 

has been assessed. 

 

https://kki.hu/adatvedelem
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Annex 3 

Privacy Notice for persons using the services of the Institute for Foreign Affairs and Trade 
(hereinafter referred to as: “Institute”) under contract 

 

Legal grounds of processing 

The legal ground for data processing is the fulfilment of a contract between the Institute and the 
data subject as per paragraph 6(1)(b) of the GDPR, or action at the request of the data subject 
prior to the conclusion of the contract; in lack of such conditions, the legal ground for data 
processing may be the consent of the data subject under paragraph 6(1)(a) of the GDPR, granted 
by implication when using any of the Institute’s services, as well as the legitimate interest of the 
Institute as per paragraph 6(1)(f) of the GDPR. 

Purpose of processing 

The purpose of data processing is to take the necessary steps to conclude a contract between the 
Institute and the data subject, to enforce the rights and obligations arising out of such contract, 
and to maintain contractual or business relations. 

Scope of the personal data processed 

For the purposes of concluding, fulfilling or terminating a contract, the Institute shall process the 
following personal data of a natural person contractor:  

- name; 

- birth name; 

- date of birth; 

- mother's name; 

- address; 

- tax identification number or tax number; 

- sole proprietorship registration number or personal identity card number; 

- domicile or address of the company seat or establishment; 

- telephone number; 

- email address; 

- bank account number. 

For the purposes of concluding, fulfilling or terminating a contract, the Institute shall process the 
following personal data of a point of contact of a legal person contractor:  

- name;  

- domicile or address of the company seat or establishment;  

- telephone number;  

- email address. 

In each case, only the data strictly necessary for the purposes of data processing will be processed 
under the contract in question. 

Identity of the data controller and the place of processing 

The controllers of personal data shall be the Institute’s competent staff and data processors for the 
subject matter of the contract, as well as the staff and data processors in accounting and taxation, 
in each case only to the extent necessary for the performance of their duties and the fulfilment of 
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the contract or, where applicable, for the conclusion or termination thereof. The place of 
processing is the place regularly used by these employees for work. 

 

Duration of processing 

5 years from the date of the contractual or business relationship or date of the data subject’s 
functions as a representative (general statute of limitations), unless the law prescribes a longer 
retention period for the data concerned, with special regard to the obligation of retention in 
accounting law. Upon expiry of the general statute of limitations for enforcing rights or the longer 
statutory retention period prescribed by law, any personal data, including contact details, shall be 
promptly and irrevocably erased. 

Data transmission 

Personal data shall not be transmitted to other persons, unless otherwise provided for in the 
contract between the person concerned and the Institute and in cases where a right or claim must 
be enforced, proceedings involving any court, prosecution, investigating authority, offense 
authority, administrative authority, the National Authority for Data Protection and Freedom of 
Information, or any other body authorized by law, pending its final conclusion. 

The most relevant rights of the data subject concerning processing 

Consent to data processing may be withdrawn at any time by written request to info@ifat.hu. In 

such cases, the personal data submitted or disclosed along with the application will be erased. 

Withdrawal of consent to data processing is an obstacle to the assessment of a job application, so 

withdrawal of consent will also be considered as a withdrawal of the application. 

In the context of processing, the data subject may at any time, through the representative of the 

Institute: 

- request information on processing and request access to the data processed; 

- request rectification or completion of inaccurate or incomplete data; 

- request the erasure of any data processed on the basis of consent; 

- object to the processing; 

- request restrictions of processing. 

Unless restricted under a statutory interest, the data subject shall have the right to obtain from the 

Institute confirmation as to whether or not personal data concerning him or her are being 

processed, and, where that is the case, access to the following information: 

- the purposes of processing; 

- the type of authorization for processing (legal grounds); 

- when and how such data are processed (duration); 

- the type of data processed, along with a copy thereof; 

- the recipients or categories of recipients of the personal data; 

- transmission to third countries or international organizations; 

- from which source the personal data originate, if not from the data subject; 

- features of any automated decision-making, if applicable;  

- the rights of data subjects; 
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- options of judicial remedies. 

The Institute shall reply to requests for information and access within 25 days. The Institute may 

charge a reasonable fee based on administrative costs for additional copies of the processed 

personal data requested by the data subject. 

In the case of a request for rectification (modification) of data, the data subject must verify the 

validity of the data and prove that the person requesting rectification is indeed the person entitled 

to do so. This is the only way the Institute can verify whether the new data is valid and, if so, to 

rectify the old one. 

In case of a request for the rectification (modification) of data, the data subject must verify the 

validity of the data and prove that the person requesting rectification is indeed the person entitled 

to do so. This is the only way the Institute can verify whether the new data is valid and, if so, to 

rectify the old one. 

If it is not clear whether the data being processed is valid or accurate, the Institute will not rectify 

the data, but will only indicate that an objection has been lodged by the data subject but that the 

data may not be incorrect. After confirming the authenticity of the request, the controller shall 

rectify any inaccurate personal data or supplement the data covered by the request without undue 

delay. The Institute shall inform the person concerned of any rectification or marking. 

- the personal data have been unlawfully processed; 

- the Institute no longer needs the personal data for the purposes of the processing; 

- the data subject withdraws consent on which the processing is and there is no other legal 
ground for the processing; 

- the obligation to erase the data has been imposed on the Institute by legislation and it has 
not yet complied with it. 

The data subject may request the restriction of processing, which the controller will comply with 

if any of the following are met: 

- the accuracy of the personal data is contested by the data subject, where the restriction shall 
apply for a period enabling the controller to verify the accuracy of the personal data; 

- the processing is unlawful and the data subject opposes the erasure of the personal data 
and requests the restriction of their use instead; 

- the Institute no longer needs the personal data for the purposes of the processing, but they 
are required by the data subject for the establishment, exercise or defence of legal claims; 
so the data subject has objected to processing. 

Where processing has been restricted, such personal data shall, with the exception of storage, only 

be processed with the data subject's consent or for the establishment, exercise or defence of legal 

claims or for the protection of the rights of another natural or legal person or for reasons of 

important public interest of the Union or of a Member State. The Institute shall inform the data 

subject in advance of the lifting of the restriction on data processing. 

If the data subject believes that processing violates the provisions of the GDPR or the Information 

Act, or if you object to the Institute processing your personal data, we recommend that complaints 

be first sent to the Institute. Your complaint will always be investigated. 
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The Institute's Data Protection Officer: 

Name: NÉMETH, Bence 

Contact: info@ifat.hu 

The Privacy Policy of the Institute is available at https://kki.hu/adatvedelem/ 

If, despite your complaint, you still object to the way the Institute processes your data or would 

like to contact the authority directly, you may notify the Nemzeti Adatvédelmi és Információszabadság 

Hatóság (National Authority for Data Protection and Freedom of Information, ‘NAIH’) (Hungary, 

1125 Budapest, Szilágyi Erzsébet fasor 22/c., mailing address: HU-1530 Budapest, Pf.: 5; E-mail: 

ugyfelszolgalat@naih.hu; website: www.naih.hu).  

You have the option of seeking court protection of your data, whereby the court shall hear such 

cases in priority proceedings. You are free to file a claim with the court of your domicile (permanent 

address) or your place of residence (temporary address) (see at http://birosag.hu/torvenyszekek). 

To find the court with jurisdiction for your domicile or place of residence, please visit 

http://birosag.hu/ugyfelkapcsolati-portal/birosag-kereso. 

Legal references 

- Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (“GDPR”);  

- Act CXII of 2011 on the Right of Informational Self-Determination and on Freedom 
of Information. 

 

[Budapest, 21 March 2019]  

mailto:info@ifat.hu
https://kki.hu/adatvedelem/
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Annex 4 

Personal data breach register 

 

In compliance with Subsection 33(5) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (hereinafter 
referred to as: “GDPR”),  as well as for enforcing accountability under Subsection 5(2) of the GDPR, the Institute for Foreign Affairs and Trade 
maintains the following personal data breach register. 

 

# 

Date 
and 

place of 
the 

breach 

Scope and 
number of 

persons 
affected by 
the breach 

Scope of 
personal 

data 
affected by 
the breach 

The breach 
affects data 

under 
Article 9 or 

10 of the 
GDPR 

Transmission to 
a third country 
took place 

Circumstances of the 
breach and other 

particulars as defined 
by the law governing 

data processing 

Impact 
of the 
breach 

Measures 
taken to 

mitigate the 
breach 

Date of entry, 
name and 

signature of 
the person 
making the 

entry 

1.          

2.          

3.          

4.          

5.          

6.          

7.          

8.          
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Annex 5 

Data transmission register 

 

For the verifiability of requirements set forth in paragraph (111) of the Preamble of Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (hereinafter referred to as: “GDPR”),  as well as for enforcing accountability under Subsect ion 5(2) of the GDPR, 
the Institute for Foreign Affairs and Trade maintains the following data transmission register. 

 

# 

Date of 
transmission 
of personal 

data 

Department 
providing the 

data 

Legal basis and 
purpose of the 
transmission 

Scope of 
personal data 
transmitted 

The recipient 
of the 

transmission 

Transmission to 
a third country 
took place 

Other particulars 
as defined by the 

law governing 
data processing, 

further notes  

Date of entry, 
name and 

signature of 
the person 
making the 

entry 

1.         

2.         

3.         

4.         

5.         

6.         

7.         

8.         
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Annex 6 

Records of measures concerning the right of access of the data subject 

For enforcing accountability under Subsection 33(5) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC (hereinafter referred to as: “GDPR”), as well as in compliance with the obligations specified in Subsection 25/E(1) of Act CXII of 2011 on 
the Right of Informational Self-Determination and on Freedom of Information, the Institute for Foreign Affairs and Trade maintains the following 
records. 

 

# 

Name and 
contact 

details of the 
data subject 
wishing to 
assert their 

right to 
access 

The nature of the 
data subject's 

access right to be 
asserted (contents 

of the 
application) 

Date of 
request for 

enforcement 

Legal basis for 
data processing 
in case of a data 
subject wishing 

to assert the right 
of access 

Action taken to 
comply with the 

request for 
enforcement 

Date of 
execution of 

the 
enforcement 

request 

Legal and 
factual reasons 
for measures 
restricting or 

denying 
access 

Date of 
entry, 

signature of 
the person 
making the 

entry 

1.         

2.         
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Annex 7 

Personal data breach report sheet 

 

If you are aware of a personal data breach, please fill out this form immediately and 
submit it to the Data Protection Officer of the Institute for Foreign Affairs and Trade. 

 

I. Staff member learning about the personal data breach 

- name: 

- position: 

- contact at work: 

 

II. Personal data breach 

- type: 
 
 

- presumed date and place: 
 
 

- categories and approximate number of persons affected: 
 
 

- scope and approximate number of personal data involved: 
 
 

- perceived or potential consequences: 
 
 

- measures taken or planned to be taken, the person ordering such measures and the 
person carrying it out (names and positions): 
 

 

III. The personal data breach is likely to pose a high risk to the rights and freedoms of natural 
persons: YES / NO 

 

IV. Other comments: 

 

Budapest, …. (day) …… (month). ……(year) 

 

______________________________ 

 


